KorisnickKi vodic za aplikaciju
Kaspersky Internet Security for Android

KaspersKky Internet Security for Android pruza sveobuhvatnu zastitu za vase mobilne uredaje.
Pored toga Sto pruza zastitu protiv virusa i drugih malvera, aplikacija Stiti vasu Internet vezu,
podatke na vaSem uredaju i pristup drugim aplikacijama. Takode, omoguéava vam blokiranje
neZeljenih poziva i tekstualnih poruka kao i sakrivanje vasih li¢nih kontakata.

Anti-Virus u aplikaciji Kaspersky Internet Security for Android
Anti-Virus otkriva i neutraliSe viruse, adware i zlonamjerne aplikacije. On vrsi sljedece funkcije:

- Scan: aplikacija skenira cijeli sistem fajlova za potencijalno zlonamjerne objekte, samo
instalirane aplikacije ili izabrani fajl ili folder.

- Update: aplikacija preuzima aZzurirane antivirusne baze podataka koje se koriste za
otkrivanje zlonamjernih datoteka. AZuriranje osigurava da va$ uredaj ima najnoviju zastitu.

- Quarantine: aplikacija premjesta fajlove koji su otkriveni prilikom skeniranja uredaja na
karantin. U karantinu aplikacija ¢uva fajlove u kompresovanom formatu tako da ne mogu
naskoditi uredaju.

Anti-Virus pruza i automatsku zastitu uredaja Real-time Protection (zastita u realnom
vremenu).

Kako skenirati fajlove u programu Kaspersky Internet Security for Android

Mozete pokrenuti ru¢no skeniranje ili postaviti raspored (schedule) za redovno skeniranje
(skeniranje ¢e se izvrsiti kada se uredaj ukljuci). Takode, preporucujemo redovno azuriranje
antivirusnih baza podataka.

Kako biste pokrenuli ru¢no skeniranje fajlova, na glavnom ekranu aplikacije tapnite Scan.
[zaberite podrucje skeniranja. Quick scan (aplikacija ¢e skenirati instalirane aplikacije i njihove
fajlove, Full scan (aplikacija ¢e skenirati cijelu memoriju uredaja i internih memorijskih kartica),
Folder scan (aplikacija ¢e skenirati izabrane foldere koji se nalaze na uredaju ili na internoj
memorijskoj kartici).
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Ako ste izabrali Folder scan, izaberite prostor za ¢uvanje podataka (na samom uredaju ili na
memorijskoj kartici) i folder, a zatim kliknite na dugme ¢, sa desne strane.

Folder selection

.data

Android

Folder selection DCIM

< Download

D Device storage

Movies

ﬂ Internal storage card Music

Lanice Pictures

Ringtones

_nNero_sync

Cancel

Na glavnom ekranu ¢e se prikazati napredak skeniranja. Ako Zelite zaustaviti skeniranje, tapnite
na Stop scan. Kada se skeniranje zavrsi, na ekranu ¢e se pojaviti opsta statistika o otkrivenim i
izbrisanim prijetnjama. Tapnite OK.
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Mozete konfigurisati raspored za pokretanje automatskog skeniranja na sljede¢i nacin. Tapnite
na ikonicu za podeSavanjaf&] , na gornjoj desnoj strani glavnog ekrana
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& M Settings € Anti-Virus
Kaspersky
Internet Security 0 Anti-virue

Real-Time Protection mode

S Privacy Protection Real-Time Protection: recommended. Checks
installed apps only and installation packages
from the Downloads folder

B Anti-Theft ADDITIONAL SCAN

Adware, auto-dialers, and other

R, call & Text Filter Detection of adware and apps that canbe g3
used by intruders to damage your device or
personal data

@ Web Protection ADVAMNCED SETTINGS
Real-Time Pratection

[0 Text Anti-Phishing

Device is protected > Scan ——

Additional Update

Scan Update g:;;g{:; @ @ Help Quarantine

Tapnite Anti-Virus, zatim Scan. U okviru Scheduled scan tapnite Schedule. Izaberite raspored,
Weekly (sedmicno - skeniranje poCinje automatski jednom sedmic¢no u odabranom danu i ¢asu),
Daily (dnevno - skeniranje pocinje automatski jednom dnevno u odredeno vrijeme), Turned off
(ugaseno - automatsko skeniranje se ne izvrsava), After update (posle aZuriranja — automatsko
skeniranje se pokreée nakon svakog azuriranja baze podataka; ova opcija je odabrana prema
podrazumijevanim zadanim postavkama).
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< Scan

Type of files to scan
All files

ACTION ON THREAT DETECTION Schedule

Disinfect

Attempt to disinfect infected files Weekly

If disinfection fails i
Action if disinfection fails: Quarantine Dally

SCHEDULED SCAM

Turned off
Schedule
After update
After update
* 0
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Da biste podesili dan kada ¢e se skeniranje izvrsiti (dostupno samo za sedmicno skeniranje),
tapnite Start day i odaberite Zeljeni dan.
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< Scan

Start day
Type of files to scan
All files Monday
ACTION ON THREAT DETECTIOM
Disinfect Tuesday
Attemnpt to disinfect infected files

.. . . Wednesd

If disinfection fails ednesday
Action if disinfection fails: Quarantine
SCHEDULED SCAN Thursday
Schedule .

E
Weekly i
Start day Saturday
Monday
Start time Sunday
17:33

Cancel

Da biste podesili vrijeme kada ¢e se skeniranje pokrenuti (dostupno za dnevno i sedmi¢no
skeniranje), tapnite Start time i odaberite vrijeme.

EHEED

EE+E
< Scan

Type of files to scan
All files

ACTION ON THREAT DETECTION Set time

Disinfect
Attemnpt 1o disinfect infected files

If disinfection fails
Action if disinfection fails: Quarantine

SCHEDULED SCAN

Schedule
Weekly

Start day
Meonday

Start time
17:33
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Kako aZurirati bazu podataka u programu KIS for Android?

Vazno je redovno azurirati bazu podataka za Kaspersky Internet Security for Android i obaviti
puno skeniranje jednom sedmic¢no. AZzuriranja se preuzimaju sa Kaspersky servera za azuriranje,
putem Interneta, zbog Cega vas uredaj mora biti povezan na Internet.

MoZete pokrenuti ru¢no aZuriranje u svakom trenutku ili postaviti raspored (scheduled update)
za redovno aZuriranje. Da biste pokrenuli ru¢no azuriranje baze podataka, tapnite Update na
ekranu aplikacije. Kako biste podesili automatsko aZuriranje, na glavnhom ekranu tapnite na
ikonicu za podeS$evanjaf&] , koja se nalazi na gornjoj desnoj strani ekrana.
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Internet Security

Anti-Virus

JL,  Privacy Protection

B  Anti-Theft
&, Call & Text Filter
@ Web Protection
[0 Text Anti-Phishing
Device is protected > Device is protected >
Additional
~
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Tapnite na Anti-Virus, zatim na Update. Da biste postavili raspored za azuriranje baze
podataka, tapnite Schedule i izaberite jednu od opcija: Weekly (sedmicno - aZuriranje ¢e se
obavljati automatski jednom sedmicno u odredeno vrijeme), Daily (dnevno - aZuriranja ¢e biti
obavljana svaki dan u odredeno vrijeme), Disabled (onemoguceno - aZuriranja e biti pokretana
samo ruc¢no).
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€ Anti-Virus H < Update

SCHEDULED UPDATE

Real-Time Protection mode Schedule

Real-Time Protection: recommended. Checks Weekly

installed apps only and installation packages

from the Downloads folder Schedule
Start day

ADDITIONAL SCAN Wednesday

) . Weekl

Adware, auto-dialers, and other Start time y

Detection of adware and apps that canbe g 10:00

used by intruders to damage your device or Daily

personal data

ADVANCED SETTINGS

Turned off

Real-Time Protection
Scan
Update stf—

Quarantine
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Internet zastita u aplikaciji KIS for Android?

Internet zastita u programu Kaspersky Internet Security for Android provjerava web sajtove
prije nego Sto se otvore i blokira pristup onim web stranicama koje se smatraju zlonamjernim i
laznim. Kako biste koristili Internet zasStitu, ukljucite funkciju za vas web preglednik jednom, a
zatim koristite va$ web preglednik na redovan nacin.

Da biste podesili podesavanja za Internet zastitu, na glavnom ekranu aplikacije tapnite na
ikonicu za podesevanja , koja se nalazi na gornjoj desnoj strani ekrana. Tapnite na Internet
Protection i zatim na Next.
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& M & Settings
Kaspersky
Internet Securit
y O Anti-Virus
E‘e, App Lock

[] Privacy Protection
Meet the same old Internet, now

secured

® Anti-Theft Surf the Internet confidently, knowing you are
secured. Just use the protected browser. Don't
worry if you see a malware alert — that just

Q, Call & Text Filter means we've protected you from something
nasty!

@ Internet Protection

Device is protected >
63 Text Anti-Phishing

Real-time
Protection

1] Additional -

Tapnite Done i izaberite podrazumijevani web preglednik. Tapnite Close i Internet zastita na
veSem uredaju je podesena.

Scan Update
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< Internet Protection - < Internet Protection -

Protection against dangerous websites is turned on @ Internet Protection scans websites before

for Chrome. they are opened and blocks websites that can
harm your device or that may result in the theft
. . of your financial or other private data.
e Chrome o Browser with protection
Websites are scanned INTERNET PROTECTION SETTINGS

@ Internet Protection

Scan websites in supported browsers

Chrome AVAILABLE BROWSERS

Protection against dangerous websites is

turmed on foF this browser Protection against dangerous websites is turned

on for the following browsers.

You can start this browser through
Kaspersky Internet Security or directly

f he | f it
romithe;let ol apps ‘. Set as a default browser @

Websites are scanned

Chrome

OPEN BROWSER
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Komponenta Protiv-krade u aplikaciji KIS for Android?

Komponenta Protiv-krade u aplikaciji Kaspersky Internet Security for Android Stiti podatke
saCuvane na mobilnom uredaju od neovlaséenog pristupa, u sluc¢aju da je uredaj izgubljen ili
ukraden. KoriS¢enjem komponente Protiv-krade, moZete daljinski napraviti sljedece:

- Omogucditi alarm (¢ak i ako je uredaj iskljucen) i zakljucati uredaj

- Zakljucatiilocirati va$ uredaj

- Obrisati sve podatke sa uredaja

- Tajno napraviti 'mugshot’ fotografiju osobe koja koristi vas uredaj

- Saznati novi telefonski broj i zakljucati uredaj, ako je uklju¢en sa novom SIM karticom ili
bez nje.

Funkcije se aktiviraju slanjem komandi na daljinu sa bilo kog mobilnog uredaja, koristeéi
tekstualne poruke ili putem online portala My Kaspersky.

Za daljinsko pokretanje funkcija komponente Protiv-krade, komponenta mora biti omoguéena
na ciljnom uredaju. Sve funkcije se uklju¢uju automatski nakon prvobitnog podeSavanja
komponente. Da biste koristili bilo koju od funkcija, morate unijeti tajni kod koji ste postavili
prilikom prvog pokretanja komponente Protiv-krade ili Zastita privatnosti.

Pocetna postavka komponente Protiv-krade (Anti-Theft)

Pocetna postavka komponente Protiv-krade je neophodna za daljinsko pokretanje njegovih
funkcija u slucaju gubitka ili krade uredaja. Uradite sljedece:

Na glavnom ekranu aplikacije proSirite meni i tapnite Anti-Theft. Tapnite Continue. Da biste
nastavili sa podeSavanjem, morate se povezati na portal My Kaspersky, ako ste preskocili ovaj
korak tokom instalacije aplikacije.
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Tapnite Set code. Navedite tajni kod i tapnite na Save. Dodijelite napredne dozvole za proizvod,
i tapnite Next.

Esnfl@ROEDSS O

g screenshaot

Secret code Grant advanced permissions

Set a secret code for accessing private To turn on Self-Defense and to remotely
data and for pratecting data when the launch Anti-Theft features if the device is
device is lost or stolen. For the code, use lost or stolen, on the next screen grant
from 4 to 16 numerals. - the app advanced permissions.

Remember this secret code

EEE -

Tap Activate. Da biste zavrsili podesavanje, tapnite Done. Na ekranu komponente Protiv-
krade, tapnite Comands to receive. [zaberite komande koje Zelite omoguciti i tapnite Save.
Preporucujemo da izaberete sve dostupne komande.

41 15:40

FIRNOED&a OF B % @540

€ Anti-Theft

Anti-Theft is turned on. Device is

\_/ connected to the portal. Use the portal o
remote| ¥ T
an alarm
of take & mugshot

WISIT THE PORTAL
RECEIVING COMMANDS

Commands to receive
Anti-Theft Lock & Locate, Mugshot, Data Wips, Alarm

Everything is set to protect data if this Portal
device is lost or stolen Use the portal to launch commands on your
device

SEND COMMANDS TO ANOTHER DEVICE

Change the screen-unlock
password

Send SMS commands
en-unlock password Send SMS commands to manage another

device
Set password rule:
Re: t 3 e that

passwo wat you ADDITIONAL PROTECTION
RECOMMEND FEATURE
TO FRIENDS SIM Watch

Cancel " If the SIM card is replaced, get the new phone
number to be able to send SMS commands
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Kako locirati izgubljeni uredaj koristeci KIS for Android?

Funkcija Lock & Locate komponente Protiv-krade moze zakljucati mobilni uredaj i poslati
koordinate uredaja porukom na navedeni broj telefona. Uredaji se lociraju preko GPS ili beZi¢ne
i mobilne mreZe (ukoliko je GPS nedostupan). Prijavite se na portal My Kaspersky. Kliknite na

Devices.
KASP ERS KYE ljubojevic@gmail.com ~ [ie
Main Passwords Hids Secure connection Store Support
ol
253 L5 (2 L
Summary Devices Licenses Downloads

ALL(9) [ MAMNAGED DEVICES (4}

-+ PROTECT NEW DEVICE

:

—

Aleksandar - mobilni My Desktop (Envy)

Device is protected

MANAGE

Last connection:
Nowv 03 2016, 09:25 PM

A Kaspersky

:

My Mobile (T08)

Last connection:
Oct 02 2017, 11:10 PM 2

LOCK, LOCATE, OR MANAGE DEVICE

Pronadite va$ mobilni uredaj i kliknite na Lock, locate, or
Commands i kliknite na Lock & Locate.

manage device. Kliknite na

MANAGE My Mobile (TO8)

Security status Commands | Recovery code

ANTI-THEFT

X

ANTI-THEFT HISTORY

Strana 9 od 15



https://my.kaspersky.com/

Kliknite Lock & Locate — Confirm.

LOCK & LOCATE X

Lock your device, locate it on the map, and
receive its coordinates by email.

Screen message:

Message to appear on the device screen {optional)

Warning! After pressing the Lock & Locate button, your
o device will be locked.

B you forgot your secret code for unlocking the device,
use the Recovery code.

LOCK & LOCATE X

Lock your device, locate it on the map, and
receijve its coordinates by email.

Screen message:

Message to appear on the device screen (optional)

\ r

o Please confirm:
CONFIRM

CANCEL

Vas uredaj ¢e biti zaklju¢an. Koordinate vaseg uredaja moZete pronaci:

- U istoriji dogadaja Protiv-krade na My Kaspersky portalu
- U poruci poslatoj na e-mail adresu koju ste naveli prilikom registracije.

ANTI-THEFT HISTORY

© LOCK & LOCATE

Your device is located near Moskva. Leningradskoye
(NS5.836476" - £37.481745%)
Jun 15 2017 The Lock & Locate command has been tent Awaiting reply from the device
350 PM
Jun 15, 2017 Lock & Locate cCOmMMAnd has Deen Creased. AWanng COmMmand Urarnsmesion

350 PM

Jun 15, 2017 Your Sevice has been located
30 PM 3 >
. 3
e Onwasrn Nagw O 5;0
%
= Kaspersky Lab -
Fstope <
Futopean Restaurant acrepoxces A
Doyl e b
\{ %
33
5
@ Y
Poach O % %
%
(Y
8 e

KASPERSKY S

LOCATION OF YOUR DEVICE

Anti-Theft

VIEW ON MAP

Location

Information on command execution can be

0 My Kaspersky
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Kako napraviti 'Mugshot' sa izgubljenog uredaja koristeci KIS for Android?

Pomoc¢u funkcije 'Mugshot' komponente Protiv-krade mozZete dobiti fotografiju osobe koja
koristi va$ uredaj. Ova funkcija potajno omoguéava prednju kameru, snima fotografije i
zakljuc¢ava uredaj. Fotografije mozete pregledati na My Kaspersky portalu.

Prijavite se na portal My KaspersKky. Kliknite na Devices.

KASPERSKYE ljubojevic@gmail.com ~ [ie
Main Passwords Hids Secure connection Store Support

ol

== Lo (2 L
Summary Devices o Licenses Downloads
ALL{9) / MANAGED DEVICES (4) -~ PROTECT NEW DEVICE

|
—_—
Aleksandar - mobilni My Desktop (Envy) My Mobile (T08)
Last connection: Device is protected Last connection:
Nov 03 2016, 09:25 PM Oct 022017, 11:10 PM e
A Kaspersky

Pronadite vas mobilni uredaj i kliknite na Lock, locate, or manage device. Kliknite na
Commands i zatim kliknite na Mugshot.

MANAGE My Mobile (T08) X

Security status Commands Recovery code

ANTI-THEFT

a— ol —

ANTI-THEFT HISTORY
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Kliknite Take Mugshot — Confirm.

Find out who is using your device and lock
it with a screen message (optional).
Screen message:

Message to appear on the device screen {optional)

Warning! After pressing the Take mugshot button, your
device will be locked.

n TAKE MUGSHOT

L you forgot your secret code for unlocking the device,
use the Recovery code.

MUGSHOT X

MUGSHOT X

Find out who is using your device and lock
it with a screen message (optional).
Screen message:

Message to appear on the device screen (optional)

\ r
o Please confirm:
CONFIRM
CANCEL
a B

Kaspersky Internet Security for Android ¢e zakljucati uredaj i snimiti nekoliko fotografija sa

prednjom kamerom.

Fotografije sa uredaja ¢e se pojaviti u odjeljku History komponente Protiv-krade (Anti-Theft) na

portalu My Kaspersky.

MUGSHOT

4:19 PM

Jun 15, 2017 |
4:16 PM

ANTI-THEFT HISTORY

i a mugshot from the device

Jun 15, 2017 You have received a mugshot from the device

The Mugshot command has been sent. Awaiting reply from the device.

Strana 12 od 15




Kako obrisati podatke sa izgubljenog uredaja koristec¢i KIS for Android?

Koriste¢i funkciju Data Wipe (Brisanje podataka) komponente Anti-Theft (Protiv-krade), mozZete
da obriSete sve podatke sa izgubljenog uredaja (uredaj ¢e biti vra¢en na fabricke vrijednosti).

Prije brisanja podataka moZete pokuSati pronac¢i vas mobilni uredaj lociranjem uredaja ili
omogucéavanjem alarma na uredaju.

Prijavite se na portal My KaspersKky. Kliknite na Devices.

KASPER§KY#

Main Passwords Kids

=5 Eofé

Summary Devices Licenses

ALL(9) [ MAMNAGED DEVICES {4}

Aleksandar - mobilni

Last connection:

Naov 03 2016, 09:25 PM

A Kaspersky

Secure connection Store

ey
Downloads
My Desktop (Envy)

Device is protected

MANAGE

®

ljubgjevic@gmailcom ~ Le

Support

-+ PROTECT NEW DEVICE

:

My Mobile (T08)

Last connection:
Oct 02 2017, 1110 PM °

LOCK, LOCATE, OR MANAGE DEVICE

Pronadite va$ mobilni uredaj i kliknite na Lock, locate, or

Commands i zatim kliknite na Data Wipe.

manage device. Kliknite na

MANAGE My Mobile (TO8)

Security status Commands | Recovery code

ANTI-THEFT

X

ANTI-THEFT HISTORY
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[zaberite da li Zelite da obriSete samo licne podatke, kao Sto su vasi kontakti, poruke i kalendar
(Wipe only personal data) ili Zelite da obriSete sve podatke sa vaSeg uredaja i vratite ga na
fabricka podesavanja (Wipe all data from your device).

DATA WIPE X

Wipe data from your device to prevent
personal information from falling into the

wrong hands.

O Wipe only personal data

Wipe all data from your device

T = Al tings. After apolving this

Warning! After pressing the Wipe data button, your
personal data will be deleted.

WIFE DATA

Zakljucavanje aplikacija u Kaspersky Internet Security for Android

Pomoc¢u komponente App Lock (Zakljucavanja aplikacije) moZete zastititi pristup aplikacijama
na uredaju. Aplikacija ¢e zatraZiti tajnu Sifru svaki put kada neko pokusa da otvori zasticenu
aplikaciju. Tajni kod (PIN) je postavljen tokom inicijalne konfiguracije komponenti Anti-Theft,
App Lock ili Privacy Protection.

Da biste podesili podeSavanja za Zakljucavanje aplikacije (App Lock), na glavnom ekranu
aplikacije tapnite na ikonicu za podeSevanja , koja se nalazi na gornjoj desnoj strani ekrana.
Tapnite na App Lock.

Qo s m g 2 O 9 all .0l 62% i 11:35 QMO 2 58 3O 6% 11:44

& MW & Settings <

Kaspersky
Internet Security

Anti-Virus

App Lock

Privacy Protection

Anti-Theft

Call & Text Filter

Internet Protection

Device is protected >

Q< e g

Scan Update Protection Additional

Text Anti-Phishing
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Unesite tajni PIN kod koji ste ranije definisali. Izaberite sa spiska aplikaciju, koju Zelite zastiti od
neovlaséenog pokretanja, i pomjerite kliza¢ na desno kako biste je zakljucali.

od fBY 309 . ..082%@ 1935 QLR D E 2O W, ulle2%id 1935

< App Lock < App Lock

Enter the secret code
Q[ Q%
(O ONONG) C i | i
e o o
FORGQT YOUR COBE? Turn the switch to ON for apps you want to protect
with the secret code. One secret code is used to
lock all apps.
Acer Aid Kit
Acer Backup
@ Acer GameZone
0 &

Tapnite na OK. U narednom prozoru mozete vidjeti izabranu aplikaciju na spisku aplikacija
zasti¢enih tajnim kodom (Protected by secret code).

au 08 £ 3O 9 .al.il 82% @ 19:36

@O 0D E 3OO .al.0ls2%ME 1936

€  App Lock Q i

PROTECTED BY SECRET CODE

Acer Backup o
When opening Acer Backup, you NOT PROTECTED BY SECRET CODE
will have to enter the secret code
that you created earlier Acer Aid Kit

Acer GameZone

Acer NAV

i B

Acer Portal

I Acer Tutorial

***Vise informacija o proizvodu na linku: https://support.kaspersky.com/mobile/kisandroid
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